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1. Install VMware Workstation Player

Because "EstiNet Network Simulator and Emulator" must be installed in Fedora
24(64bit) Operation System, we recommend that users install the Operation
System and Simulator in "Virtual Machine" VMware Workstation Player. We

introduce how to install VMware Player as below.

a. Please download VMware Player from website of VMware Inc. as below
and select the type of Operation System which you have. We selected
VMWare Workstation Player for Windows (as Figure 1).

https://my.vmware.com/en/web/vmware/freettdesktop_end_user_compu

ting/vmware_workstation_player/15_0

vmware @ uUs Login » Training Community Store %1-877-486-9273

a i >
\MWARE CLOUD Download VMware Workstation Player
(RREELETE Majcr\lers\'m: Min.:rVersic-n:
w
E Product Downloads Open Source Need help downloading?
SUPPORT
"l S .
’ About This Product
o VMware Workstation 15.5.2 Player for Download & Ut s oy
SOLUTIONS . ) X DESCRIPTION
- Windows 64-bit Operating Systems Vihwsre Workstation 155 2 Player

[ —] (exe | 138.46 MB)
PROFESSIONAL

DOCUMENTATION

&) Show Details Release Notes

————
DOWNLOADS VMware Workstation 15.5.2 Player for Linux
64-bit

PARTNER
PROGRAMS

COMPANY

(bundie | 157.80 ME)

[+ Show Details

Figure 1 Download VMware Workstation Player

b. To download the EstiNet 11 virtual machine image (VM image), please
reference the License Key and downloaded information from Delivery
Notice.

EstiNet provides three ways to download the EstiNet VM image.

The first one is Google Drive (https://drive.google.com/drive/folders/0Bx3dD-
IqTvOIYIhrRFMzR2RZUUO).

The Google Drive Monolithic VM image is
(https://drive.google.com/drive/folders/1Ux4En_OWnWZ24LrjoiULmTSclv5cRvTu?usp
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=sharing).
The Google Drive Sliced VM image is
(https://drive.google.com/drive/folders/1ZcD2IQKrPMi8XKKffKBYAmNcD39bwijz

g?usp=sharing).

The second one is MEGA (https://mega.nz/#FIMv5nEYED!A5 AdgZpo-
8PQi266yBzXg).

The MEGA Monolithic VM image is
(https://mega.nz/#F!lwmwDXKoS!Pw3oYKmnxYBQgauGHTEUS8g).

The MEGA Sliced VM image is (https://mega.nz/#FIMv5nEY6D!A5 AdgZpo-
8PQi266yBzXg!ljpFAKpQ).

Please reference Page 6 for the description of Monolithic and Sliced VM image.

The third one is EstiNet FTP server.

FTP Download Link: "ftp://ftp.estinet.com/"
FTP Account: EstiNet_Trial

FTP Password: estinet

Directory: /EstiNet_Trial/VMImage/Monolithic

Users could download VM image from MEGA and Google Drive by browser.

User could download VM image from EstiNet FTP server by FileZilla

(The Free FTP solution https://filezilla-project.org/). Please un-compress VM
image file after the download of the VM image file is completed.

0 MEGA for Business @ en @ Create Account RN ]

controller_nox-1.3_install... & DownloadaszIP & ImporttomyCloud Drive =
v [ EstiNet_11.0.6.10
Name Size Type Date added &
Install
controller_nox-1.3_installation 13M8 Folder 11/20/2018, 17:03
EstiNet_11.0.6.10 11768 Folder 8/15/2017, 18:22
Example 0B Folder 9/20/2019, 16:54
Fedora24_64bit_ISO 14468 Folder 8/16/2017, 16:28
Pa_switch 10168 Folder 4/11/2019, 18:36

VMIimage 9.75GB Folder 8/15/2017, 18:23

Introduction_to_Simu...
SourceCode
Example
Fedora24_&4bit_ISO
> P4_Switch
- VMImage
Introduction_to_Simu... .,
Monolithic

Sliced

Figure 2 MEGA
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EstiNet_Trial

Folders
¥ Estinet_11.0.6.10 B raswitch B vMimage
Figure 3 Google Drive

A estitiet Trial @ftp.estinet.com - FileZilla - m] X
#EO 20 BRV BEO AEEG =2 2FH)
#-ETTRIoRO L FAes
E#(H): [fipestinetcom | EREEBU): EstiNet Trial =EW) [eeeeese | mmep: | | | sEmso |-
HhEE EEES /EstiNet_Trial" 0BS5S ~

AR WIEE /EstiNet_Trial" 8155
FREE: E=EES "/EstiMet_Trial/EstiNet_11.0.6.10" HIEEFIZE...
FREE. HIINERS '/EstiMet_Trial/EstiNet_11.0.6.10" $1ES

FHIEE: | Chtemph, ~ | EEEa: |/EsthetiTnEVEsthetj 1.0.6.10 -
-| | ProgramData A e 7
Recovery 2 | EstiMet_Trial
System Volume Information [ Estitlet 11.06.10
temp - 3, Install
=-| | Users - 2, SourceCode
#-  All Users - 7 Fedora24 B4bit ISO
- | Default - 3, VMImage
Default User
M- | Public
a User
VM v
EEEE gEx/) B=EEd EEEUEE EEER [=E-val
Install
SourceCode 12
>
ZH& 2{@Es%
BEE/FHES Ba  ERER N ExE  HE

LRGBS | BREN | BEAI

B #H= C

Figure 4 FileZilla

c. Please download and install a free application 7-Zip (https://www.7-

zip.org/download.html) to extract the compressed file (either monolithic or
sliced files). For monolithic file EstiNet_40GB.7z, just double click this file

to open the 7-Zip software. Then click Extract to extract this decompressed
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file.

Ch\Users\User,Documents'Virtual Machines\EstiMet_40GB.7z\,
File Edit View Favorites Tools Help

$h = v o = X i

Add Extract Test Copy Move Delete |Info

? | ChUsers\User\Documents\Virtual Machines\Estibet_40GB. 72,

Name Size Packed Size Modified Attributes

<

23480719179 81137201683 2020-03-301.. D Q5EB36CE

Encrypted Method

0/ 1 object(s) selected

Figure 5 How to Extract the monolithic file by 7-zip

For sliced files, double click the Sliced file folder then click the first sliced file

EstiNet_40GB.7z2.001, just double click this file to open the 7-Zip software.

Then click Extract to extract this decompression file.

ChUsers\User\Documents\Virtual Machines\20200330_40GBSliced\EstiMNet_40GB.7z.001Y
File Edit View Favorites Tools Help

$h = v o = X i

Add Extract Test Copy Move Delete |Info

5] | ChUsers\User\DocumentsiVirtual Machinest 20200330_40GESliced\EstiMet_40GB.7z.001Y

Name Size Packed Size Modified Attributes CRC
23469719179 8113720183 2020-03-31 0. D 95EB36CE

<

Encrypted Method

0/ 1 object(s) selected

Figure 6 How to Extract the Sliced file by 7-zip

When extracting the monolithic/sliced file is completed, users will get a file

folder [EstiNet_40GB] in the same directory.

d. After installing VMWare Workstation Player and decompress EstiNet VM

image, please open the “VMWare Workstation Player” such as # = . Then
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double click "Open a Virtual Machine".

Wiware Workstation 15 Player (Mon-commercial use only)

Blayer = [I:E

o

B Vieicome to Viware

Workstation 15 Player

Create a New Virtual Machine

Create a new virtual machine, which will then be added to
the top of your library.

Oy

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your library.

©
®

£

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

Help

View online help.

This product is not licensed and is authorized for non-
commercial use only. For commerdial use, purchase a
license, Buy now.

Figure 7 Click Open a Virtual Machine

e. Please select the path of VM image file EstiNet_40GB.vmx, then click

llopenll.

Open Virtual Machine
T > ZE » % » Virtual Machines » EstiMNet_40GE

HaEE - HEEMR

EstiNet 40GB  ~ ==

7] EstiNet 40GBumx | L

w

EuEHA BR

4

2020/3/30 T 06:34  VMware virtual ...

BEEZE(N): | EstiNet_40GB vmx

fiz:

) =]

2 Ectifat_40GB

~ @ @

v| All supported files (vmx:*.ov ~

:b ]

Figure 8 Open VM file EstiNet_40GB.vmx
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f.  Please click “Play virtual machine” to power on EstiNet_40GB VM image.

Wiilware Waorkstation 15 Player (Nan-commercial use only) — O

Player v [ ~ [I:E

ﬁh Home
EstiNet_40GE

EstiNet_40GB

State: Powered Off
08: Fedora 64-bit
Version: Workstation 15.x virtual machine
RAM: 2 GB

" Flay virtual machine

r[ Edit virtual machine settings

Figure 9 Play EstiNet X virtual machine

g. When loading EstiNet VM image, it will pop-up a dialogue box. Please
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select | Copied It (as Figure 10 Dialogue box).

Player « O

This wirtual machine might have been moved or copied.

In order to configure certain management and networking
features, VMware Player needs to knaw if this virtual machine
was moved or copied,

If you don't know, answer "I Copied It

I Moved It I Copied It Cancel

Figure 10 Dialogue box
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2. To start up the EstiNet Simulator

2.1 The Boot menu

a. Choose the EstiNet kernel such as “Fedora (4.11.12. estinet20200330.fc24)

24 (Workstation Edition)” on the selection screen.

Fedora (4.11.12.estinet?2A2AA33A. fc?24) 24 (Horkstation Editionm)

Fedora (4.11.12-188.fc?4.x86_64) 2?24 (Horkstation Edition)

Fedora (4.5.5-388.fc?4.x86_64) 24 (lorkstation Edition)

Fedora (B-rescue-77253cebb3e84cb64949442acd?6c2383) 24 (Morkstation Editi-

Use the * and | keys to change the selection.
Press 'e’ to edit the selected item, or 'c’ for a command prompt.

Figure 11 Choose the EstiNet kernel on the operation selection screen
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b. Login to Fedora24 with user name “estinet” and password “estinet”.

EstiNet_40GB - VMware Workstation 15 Player (Non-commercial use only) — O X

Bayer v | || » = O § < | ®

Tue 16:23

estinet

f

fedora

Figure 12 Login with user name “estinet”

CONFIDENTIAL 12
EstiNet Technologies Inc. © 2020. All rights reserved.



[BiNet

EstiNet_40GB - VMware Workstation 15 Player (Non-commercial use only) = ) X

Bayer~ | || -~ & O § «<| D

Tue 16:27

@ estinet

Password:

fedora’

Figure 13 Login with password “estinet”

2.2 Network Setting

a. After login, please check the Network status is working properly or

not. If your Fedora24 environment is the same, please jump to step j.
Activities Tue 19:41e

Figure 14 Network status is working properly

13 CONFIDENTIAL
EstiNet Technologies Inc. © 2020. All rights reserved.



[BiNet

b. If the network connection status is failed, please reference the steps
below to make it work properly.

Activities Fri 14:36

Figure 15 Network connection failed

c. Please click “Power button” then select “Settings”.

Activities Fri 14:40

Wired Connected

Not In Use

estinet

Figure 16 Click “Settings”

CONFIDENTIAL 14
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d.  Click the Network button.
All Settings ‘ Q ‘ x
Personal
- =]
A oW e BB O =
2] |
Background Notifications Online Privacy Region & Search
Accounts Language
Hardware
[/ L
2, | i i
B » = G| =
Bluetooth Color Displays Keyboard Mouse & Network
Touchpad
- - AEN
Power Printers Sound Wacom Tablet
System
Date & Time Details Sharing Universal Users
Access
Figure 17 Click the Network button
e. After going into the Network settings, please click “Add Profile”.
|T‘ Network x
: @ | Wired
& Bridge (docker0)
o Network proxy
| i = | Add Profile...
Figure 18 Click “Add Profile”
15 CONFIDENTIAL
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f. Go to the window “Profile” and click “Add”, the network should be
running.
New Profile x
|ML‘ 802.1x Security OFF

Identity

IPv4

IPv6

Cancel Add

Figure 19 Click “Add”

g. If the network still doesn’t work well after pre-steps b~f, please click
Player->Manage-> Virtual Machine Settings in the upper left corner.

-2 0§
L File > Tue 17:04
) Power ¥ :
% Rernovable Devices >
m  Send Ctrl+Alt+Del : .
44 Manage 2 H Reinstall ViMware Tools...

[I:l] Full Screen Ctrl+Alt+Enter [J MessageLog
[ Unity 3 II_'D‘ Virtual Machine Settings..  Ctrl+D |
Help » . .
Exit
Figure 20 Click Player—Manage— Virtual Machine Settings
CONFIDENTIAL 16
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h. Click “Network Adapter” on window Virtual Machine Settings. There
are two ways for this setting. The one is click “NAT: Used to share the host’s
IP address”.

Virtual Machine Settings *

Hardware Options

. Device status

Device Summary

Ml ted
E=EMemory 2GE onnec
§|§|§Processors 1 Connect at power on
[=\Hard Disk (sCSI) 40 GB _
(=) CD/DVD (IDE) Using file C:\WMLinuxISO'Fe. .. Metwork connection
bem e twork Adapter MNAT (O Bridged: Connected directly to the physical network
USB Controller Present Replicate physical network connection state
cli Sound Card Auto detect -
1= Printer Present E;C-:-nﬁgure Adapters
[Clpisplay Auto detect | (®) MAT: Used to share the host's IP address | 1

(") Host-only: A private network shared with the host

() Custom: Specdific virtual netwark

VMnetd
O LAN segment:
LAN Segments... | | Adwanced...
Add... Remaove
2o | concel Help
Figure 21 Network Adapter “NAT”
17 CONFIDENTIAL
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i. The other one is select “VMnet (NAT)” to replace “WMnet (Host-
only)” on “Custom: Specific virtual network”.

Virtual Machine Settings

Hardware Qptions

Device

E=IMemory
:IﬁliProcessors

=4 Hard Disk (SCS1T)
(%) CO/DVD (IDE)
. USB Controller
£l Sound Card

= Printer

[pisplay

Summary
2GB

1

40 GE

Using file C:\WMLinuxISO'Fe. ..

Custom (VMnets)
Present

Auto detect
Present

Auto detect

Add... Remove

Device status
[Jconnected
Connect at power on

MNetwork connection
(C)Bridged: Connected directly to the physical network
Replicate physical network connection state

!;Cnnﬁgure Adapters

(_JMAT: Used to share the host's IP address
(") Host-only: A private network shared with the host
(®) Custom: Spedific virtual network

VMnets (NAT) e

O VMnetD

VMnet1 (Host-only)
VMnet2

VMnet3

VMnet4

VMnets Fd' .
VMneto
iwneson
VMnet9
VMnet10
VMnet1l
VMnet12
VMnet13
VMneti4
VMnet13
VMnet1s
VMnet17
VMnet13
VMnet19

Cancel Help

Figure 22 Choose VMnet(NAT)
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j- To open a window “Terminal”, please click “Activities” in the upper
left corner then select “Terminal”. After opening the window “terminal”,

please input “su =“ with Password “estinet” to get root privilege.
Activities Tue 16:34

Q  Type to search...

Figure 23 Open window “Terminal”

root@localhost:~

File Edit View Search Terminal Help
[estinet@localhost ~]$ su -

Password:
[root@localhost ~1# |}

Figure 24 To get root privilege

k. Execute #ifconfig to confirm the network device has a local IP after all

settings.

19 CONFIDENTIAL
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estinet@localhost:/home/estinet

File Edit View Search Terminal Help

[root@localhost estinet]# ifconfig
docker@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 0.0.0.0
ether 02:42:37:07:73:eb txqueuelen @ (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes @ (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions O

s33: flags=4163<UP.BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.175.133 netmask 255.255.255.0 broadcast 192.168.175.255
inetb fe80::T986:92c5:4467:b63 prefixlen 64 scopeid @x20<link>
ether 00:0c:29:6a:5e:03 txqueuelen 1000 (Ethernet)
RX packets 357 bytes 53561 (52.3 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 179 bytes 18482 (18.0 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetb ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1 (Local Loopback)
RX packets 20 bytes 1744 (1.7 KiB)

Figure 25 Execute Ifconfig to get network information

l. To make sure that the network device can connect to the Internet. For
example: #ping www.google.com
estinet@localhost:/home/estinet

File Edit View Search Terminal Help

[root@localhost estinet]# ping -c 3 www.google.com

PING www.google.com (172.21/.24.4) 56(84) bytes ot data.

64 bytes from tsa@ls07-in-f4.1lel00.net (172.217.24.4): icmp_seq=1 ttl=128 time=1
0.2 ms

64 bytes from tsa@ls@7-in-T4.1lel@0.net (172.217. 8 time=1
0.1 ms

64 bytes from tsa@ls@7-in-f4.1el00.net (172.217.24.4): icmp seq=3 ttl=128 time=1
0.0 ms

- www.google.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 10.040/10.130/10.247/0.119 ms
[root@localhost estinet]#

Figure 26 Ping www.google.com

m. To make sure the network device can connect to EstiNet License

Server correctly.

EstiNet license server is using domain name : licl.estinet.com ~ IP :

CONFIDENTIAL 20
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175.99.151.2 and Port: 22220 to provide license service. If your Internet has a
firewall to block the specific IP and port connection, please provide this
information (domain name, IP and Port number) to the “Computer and
Information Networking Center” or MIS (Management Information System) in

your site.

Test 1: Get root privilege and execute # telnet licl.estinet.com 22220. If the

Network connection is successful, you could see this message.
[root@localhost tools]#|telnet licl.estinet.com 22220
rying 175.99.151.2...

Connected to licl.estinet.com.
Escape character is '*]"'.
Figure 27 To execute # telnet licl.estinet.com 22220

Test2: Get the root privilege and execute # nslookup licl.estinet.com. If your DNS
server can parse the EstiNet license server IP address successfully, you should get the
result as: license server IP address is 175.99.151.2 and domain name is
licl.estinet.com.

[root@localhost tools]# nslookup licl.estinet.com
Server: 192 .168.152.2
Address: 192.168.152.2#

Non-authoritative answer:
Name: licl.estinet.com
Address: 175.99.151.2

Figure 28 To execute # nslookup licl.estinet.com
If you can connect to the Internet successfully, but you can’t find any message
mentioned above; please apply to free them with TCP connection for using EstiNet
simulator (domain name: licl.estinet.com, Port: 22220) in your organization.

2.3 First time to start up the EstiNet Simulator with License Key

After login to Fedora24, please open a terminal.

21 CONFIDENTIAL
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Player v v \Eﬁ T =h < | &
Activities Fri 15:52

Q terminal

Terminal XTerm

Figure 29 Open terminal

You have to use the command “su -" with password “estinet” to switch to a user
with the root privilege.
root@localhost:~

File Edit View Search Terminal Help
[estinet@localhost ~]% su -

Password:
[root@localhost ~]# |}

Figure 30 Get root privilege

If this is your first time to run EstiNet, you have to execute the command named
“estinet_inputkey” to enter the license key which was send to your e-mail by
EstiNet. Next, you have to execute the command named “estinet_reserve” to obtain
the permission from the license server to run EstiNet. The commands
“estinet_inputkey” and “estinet_reserve” only need to be executed one time. Next
time when users run EstiNet simulator, they don’t need to execute these two
commands. Users should start up the EstiNet simulator as 2.4 General steps to star
up the EstiNet Simulator.

CONFIDENTIAL 22
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estinet@localhost:/home/estinet

File Edit View Search Terminal Help

[estinet@localhost ~]1$ su

Password:

[root@localhost estinet]# estinet inputkey
Please enter your license Key:

[root@localhost estinet]# estinet reserve

Trying to connect to license Server u, please wait

LogID : 270102

Your seat reservation on a new machine has succeeded.

You are authenticated and able to execute EstiNet now.

You still have 2 chance(s) to reserve your seat on a different machine.
[root@localhost estinet]# l

Figure 31 Obtain the permission from the license server to run EstiNet

2.4 General steps to star up the EstiNet Simulator

After license identification, users could open the EstiNet simulator to do the

simulation. There are two ways to open the EstiNet simulator. The first way is to click
Esti

the “Activities” then search for “EstiNet” or click the “Esti” icon directi\_11_J please

input the root Password “estinet” to open the simulator.

Activities

EstiNet 11

Figure 32 Click “Esti” icon
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Terminal I

File Edit View Search Terminal Help
stiNet Simulator needs root's privilege to operate properly.
"lease input root Password: |

Figure 33 Input root Password

The second way is to open a terminal. To execute the command “su -” to switch to a
user with password “estinet” to get the root privilege. Then execute the command
“estinetjd”.
root@Ilocalhost:~
File Edit View Search Terminal Tabs Help
root@localhost:~
[root@localhost ~]# estinetjd
ServerSocket listen to port:98

ServerSocket listen to port:9800
(Active:0| fd:3) (Active:1| fd:4)

Figure 34 To execute the command estinetjd

Open the second terminal (Users could use “Ctrl” + “Shift” + “T” to open another
terminal). To execute the command “su -” with password “estinet” to get the root
privilege. Then execute the command “estinetss”.

root@localhost:~
File Edit View Search Terminal Tabs Help
root@localhost:~

[estinet@localhost ~]$ su -

Password:

[root@localhost ~]# estinets

/usr/local/estinet/bin/

ServerSocket listen to port:98 FD:3

ServerSocket listen to port: FD:4

ServerSocket listen to port:98 FD:5

UnixDomainSocket Bind Path:/tmp/estinet FD:6

[To Dispatcher...] register|127.0.0.1]9830|9840 | IDLE
From Dispatcher... 0K

Figure 35 To execute the command estinetss

Open the third terminal, to execute the command “su -” with password “estinet” to

get the root privilege. Then execute the command “estinetgui”. The EstiNet simulator
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will be opened automatically.

root@localhost:~

File Edit View Search Terminal Tabs Help

root@localhost:~

[root@localhost ~]# estinetgui
(OStandardPaths: XDG RUNTIME DIR not set, defaulting to '/tmp/runtime-root’
rying to connect to license server 1, please wait

LogID : 2064768
Get capablilty command

no:0, name:basic, value:11.0.6.10,cebedl4cOd2e776cat3fo06b8ddfacd43f079cabb, isKe

yValue:0

:1011, name:LAN & WAN Ethernet, value:, isKeyValue:0
:1012, name:LAN & WAN Service, value:, isKeyValue:0

:1021, name:WLAN 8821lagn, value:, isKeyValue:0

:1031, name:SDN OpenFlow, value:, isKeyValue:0

:1032, name:SDN Wi-Fi Infrastructure, value:, isKeyValue:0

Figure 36 To execute the command estinetgui

Network Node Portfolio (G5

[LAN & WAN] Ethemet & IP -

L‘: Host

f Swilch

EstiNet EstiNet (2020/01/31 ~ 2021/12/31)

File D-Tools E-Tools Run-Panel P-Tools Misc

XX ARNAMNEOH —oa@® aaaqaa DEGEP

Playback Speed

O @a aQ 4 » ]l m

i
sec  000000.000000 000400.000000 6 (100 ns) -

[100%]  (42.47, 0.39)

+ =

Figure 37 Complete to open the EstiNet Simulator
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3. The introduction for EstiNet 11 operation

3.1 Environment Introduction

EstiNet provides a highly-integrated and professional GUI environment in which a
user can easily conduct network simulations. EstiNet supports common wired and
wireless network devices such as hub, switch, router, host, IEEE 802.11(a/g/n) ad hoc
mode and infrastructure mode. EstiNet also supports NAT, DNS, 5G and SDN
OpenFlow. All nodes are shown in Figure 38.

PS. EstiNet will create 5G Nodes in the future. Currently, please use EstiNet 5G

examples directly.

[LAN & WAN] | [LAN & WAN] |[WLAN]80211 | [SDN] [SDN] Wi-Fi

Ethernet & IP Service a/g/n OpenFlow Infrastructure

M Host =< L AP &5 SONOpen g SON 1la/g

Hag sbNovs ySwitch — SDN1laig AP
switch | &= DNS Infrastructure ﬁ Switch H SDN 11n
;ﬂg STA e V132 SDN1ln op
Router Root Ad Hoc STA Slich
DN T14d =%% Inband
V1.3
@z Hub Cache- é AP g Control-
= only n .@ plane

Ope.n LU Infrastructure Switch
vSwitch

an e @ Ad Hoc STA e
11n
T‘_‘ _ . Multi-

*=F" Host- Maf Interface STA

formed

Subnet ' obstacle

Figure 38 Network Node Portfolio
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There are five areas in EstiNet GUI (Figure 39):

Menu Bar: The menus in the Menu bar allow users to access all available operations.
There are 6 types of menus: File, D_Tools, E_Tools, Run-Panel, P_Tools and Misc.
User Control: It provides icons of control functions to operate or modify network

topology. For example, icons like zoom in or zoon out and four kinds of simulator

DE|G|P

Network Node: It supports network nodes to draw network topology in working

operation status

area.
Working Area: The area that user could draw and modify network topology and
setup the property of network node.

PlayBack: It provides playback control buttons to display the simulation result in

working area.

Menu Bar EstiNet EstiNet (2020/01/31 ~ 2021/12/31) x

File D-Tools E-Tools Run-Panel P-Tools Mlsc'

User

k?(AD\.\--’aﬁ‘ue‘{ oS @ @ a @ o Q Q DEGPControI

Network Node Portfolio @

[LAN & WAN] Ethemet & [P+
Network Node =

l_‘: Haost

_a Switch

) Hub

ﬁ Open vSwitch

ovs

Al e - P
4

Playback Speed
6 (100 ns) > | =]

nAnnAn Aonnnn O @ 4 » II [}
uuuuuuuuuuuu S

sec  000000.000000  Play Back 000400.000000

[100% 4247 039)

Figure 39 EstiNet Simulator Platform

3.2 Operation Flow

There are four status in simulator operation flow: D status (Draw a Network
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E G

Topology), E status (Edit Parameters), G status (Generate

(=

Configuration Files) and P status (Play Back Results) in Figure 40. For more

operation details, please reference the EstiNet operation demo video in P32.

Draw a Network Topology

Edit Parameters

Generate Configuration Files

Play Back Results

Figure 40 Flow status of EstiNet Simulator

4. How to use 5G in EstiNet Simulator?

EstiNet supports 5G from EstiNet11 simulator. It includes the simulation scenario for
5G core network, RAN (base station) and UE (mobile phone). The docker container
estinet11/fedora24:v1 which include free5GC could be executed for 5G simulation.
EstiNet provides 5G examples to users for reference.

The examples already in the directory /home/estinet/EstiNet_topology/free5gc of
EstiNet VM image. Users could download the document and topology from from

(1) Google Drive
(https://drive.google.com/drive/folders/140onSancXdAuicTR3Yrq_307bEtYEWY6?us
p=sharing).
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(2) MEGA (https://mega.nz/#FIMV5nEY6D!A5 AdgZpo-8PQi266yBzXg).
(3) EstiNet FTP server.

FTP Download Link: "ftp://ftp.estinet.com/"

FTP Account: EstiNet_Trial

FTP Password: estinet

Directory: EstiNet_5G_Experiment

There are two examples. One is the basic case free5gc_basic which include 5G core
network with one RAN and two UEs (Figure 41). Users could trace packet detail log of
each node at playback mode (Figure 42, Figure 43). Please reference document
EstiNet_5G_Experiment for more details.

DataBase NRF AUSF  NSSF UDM+UDR  PCF

8 3 10 1 1z .

-

- - F s - -
-. Subnet: 192,188,2/24

= :

. .////. .\\\\\\\\\\.4
AMF == J—-

Subnet: 10.0.1/24 Subnet: 10.0.2/24

‘I" B 5 T4

S u = Y @S aa
Subnet: 10.100.1/24 UPF
L J Subnet: 10.100.2/24

RAN+LUE
DN
Figure 41 5G core network with one RAN and two UEs
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DataBase NRF AUSF NSSF UDM+UDR PCF
9
il 12 s
- -

-
rF s
Node3_ethO
Time Source Destination  Length Protocol Info
Rx 15.0001 EquipTra_00:... Broadcast 42 ARP Who has 10.0.1.2? Tell 10.0.1.1
Tx|16.0001 EquipTra_00:.. EquipTra_00:... 42 ARP 10.0.1.21s at 00:01:00:00:00:06

]
r s

10
F e
=
Subnet: 192.188.2/24
3 4
= =

o Sur Node1_ethl

Subnet:10.0.2/24 Time Source

Subnet:10.0.1/24 Destination  Length Protocol Info

Rx 150001  EquipTra_00: ... EquipTra_00:.. 42 ARP 10.0.1.2 is at 00:01:00:00:00:08

Tx| 150001 10.0.1.1 10.0.1.2 82 sctp [\

Subnet:10,100,1/24

Subnet:10,100,2/24 ubnet:10.100,3/24
RAN+UE

DN

Figure 42 Packet detail log of each node

Nodel_ethl

Time Source Destination Length Protocol InTo

Rx(15.0001 EquipTra_00:... EquipTra_00:... 42 ARP 10.0.1.210s at 00:01:00:00:00:086

Tx 150001 10.0.1.1 10.0.1.2 a2 SCTP INIT

Figure 43 Packet detail log of each node

The other is the case free5gc_mec which include two MEC (Multi-access Edge
Computing) and two RANs (Figure 44). The MEC functions in this example is null.
Users could load their MEC docker container into EstiNet simulator to simulation
synchronously. Please notice that the version must be the same or newer than
EstiNet11 version 11.0.6.27.
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192.188.23  192.188.2.4 19218825 19218826 192.188.2.7 192.188.2.8
DataBase NRF AUSF NSSF UDM-+UDR PCF
8 g 0 1 12 1

-
192.188.2.1 192.188.2.5
3 4

AMF gy & SMF

10.01.2 10.0.2.2
I 10.0.1.1
10.0.3.2 1

MEC

st
10,031 =
10.0.4.2

10.100.4.2 MEC UPF
16 1010011 10.100.1.2 2 10.0.2.1 I3 5 14
=1 o S s aSF———— 214

10.0.4.1 o005 10.100.2.1 10.100.2.2 10.100.3.1 10.100.3.2
ug DN

Figure 44 5G core network with two MEC and two RAN

5. How to use P4 Switch in EstiNet Simulator?

EstiNet supports P4 switch in EstiNet simulator. Users could load and use their docker
container in EstiNet simulator. EstiNet provides P4 switch examples to users for
reference.

Users should update the EstiNet installation package which include the docker
container of P4 switch in EstiNet simulator. Please download this installation package
from
(1) Google Drive
(https://drive.google.com/drive/folders/1ybx66bulsWXmn77hMrydd7ultaxUADe6?u
sp=sharing).
(2) MEGA (https://mega.nz/#FIMv5nEY6D!A5_AdqZpo-8PQi266yBzXg).
(3) EstiNet FTP server.

FTP Download Link: "ftp://ftp.estinet.com/"

FTP Account: EstiNet_Trial

FTP Password: estinet

Please go into the directory [P4_switch]. The installation package is in
[EstiNet_10.0.6.1237]. Please reference P33 “If users need to update a new version
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of EstiNet simulator” for more details. Please go into directory [Example] for P4
switch example and document. After users install EstiNet_10.0.6.1237, they could
select docker container estinet10/p4_switch to use P4_switch. Users should reinstall
the newest version of EstiNet_11.0.6.xxxx to use 5G EstiNet1l and P4_switch..

Appendix

Login information in VM Image
User name: estinet

Password: estinet

Root password: estinet

The EstiNet operation demo video:

(1) Open an EstiNet Simulator
https://youtu.be/YiwaxbM42zM

(2) An introduction of Nodes on D state in EstiNet Simulator
https://youtu.be/6]3AABmMzCKo

(3) How to create a simple SDN (Software Defined Network) topology in EstiNet
Simulator
https://youtu.be/c6QUe20YWIE

(4) How to use switch and router in EstiNet Simulator
https://youtu.be/71f{G-DZz9TA

(5) How to use NAT, DNS and DHCP in EstiNet Simulator
https://youtu.be/02Bx9|NP7WI

(6) How to simulate an ARP spoofing for security issue in EstiNet Simulator
https://youtu.be/ghCA aizhrA
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File directory in VM Image

Installation package path:
/home/estinet/Downloads/estinet-11.0.6.XXXX.XXXXXXX-1.fc24.x86_64.release
Source Code path: /nome/estinet/Downloads/estinetse_all

If users need to update to a new version of EstiNet simulator:

(1) Please download the EstiNet X installation package and decompress this

package.

#tar xvf estinet-11.0.6.xxxx.xxxxxxx-1.fc24.x86_64.release.tar.bz2

(2) Then go into the directory of estinet-11.0.6.xxxx.xxxxxxx-1.fc24.x86_64.release
#cd estinet-11.0.6.xxxx.xxxxxxx-1.fc24.x86_64.release

To execute install.sh

#./install.sh

(3) After the installation is complete, please reboot the operation system. After
restarting the operation system and reopening the EstiNet simulator, users could

check the installation version from the Toolbar, Misc=> Copyright.
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Copyright x

EstiMet Copyright

Version: [11.0.6.27

Copyright (C) 2000-2020 EstiNet Technologies Inc.
All rights reserved.

To EstiNet Network Simulator Commercial license holder:
This program is licensed to you under the terms of the EstiNet
Commercial License Agreement. For details, see the license
agreement that came with this software distribution.

For more information, see http//'www. estinet.com/
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